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Protect your reputation

Don’t over share > Typeyour name into a search engine like
> It’'simportantnotto Google -you’llbe amazed at how much
share too much information there is about you. This helps
information online, toformyour ‘online reputation’.
especially personal stuff
like photos, as you can’t always
control what happens to it.

> Oneday whenyouapply forajob, your
future boss might ‘Google’ you - make
sure your online reputation won’t put
Never share information like your them off hiring you.

contact details or the name of your . )
school with people you don’t know. > Remember:friends and family can

You wouldn’t tellarandom person at Googleyou “;Vi” you be happy with 0
the bus stop where you live, so don’t whatthey see?

doitonline. > Ifyoufind something about yourself online
that you don’tlike you can ask the website to
remove it, or if it was posted on social media
you canreportit-see ‘Don’tlike it? Block it,

Think before you post reportit’ (over the page).

> Before you post that funny picture
of your friend, or make a joke about Keep it private
someone on social media, ask yourself:

_ > Checkthe privacy settings

e Wouldyou findthis post onyour social media
funnyifitwas about you? accounts like Instagram

e Whatwillyour friend or Snapchat to make
think about your post? sure you know what kind

of informationyou’re

It b f )
e Itmay befunny sharingabout yourself.

butisitkind?

> A goodruleis: if you wouldn’t say
itinreallife,don’t say it online.

> Remember that your
friends’ privacy settings can
affect whatinformation about you
is made public from their accounts.

> Sexting (sharing sexual or naked photos)
canbe veryrisky. Did you know up to
8 out of 10 images people share online
end up on other sites? For more info,
visit www.childnet.com/sexting or
www.buzz.org.uk/sexting.

>Remember:onceit’s online 0 > Keep your passwords private, and

If you need some help with

checking your privacy settings, visit
www.saferinternet.org.uk/advice-
centre/young-people.

don’t make them easy to guess -
make sure people can’t getinto your
accountand pretendto be you.

it could be there forever.




Deactivate or delete

> Ifyoustop usingasocial networking >
profile or website, it’s best to deactivate
(hide the profile so no one canseeiit) or S
delete the account.
This means that the contentis no longer S
live and it can’t be searched for online.
Italso means the accounts >

don’truntherisk of being
hacked (broken into)
without you knowing.

Don’tbelieve everything

Not everything or everyone online
canbe trusted.

Question what people online
want from you and why.

Remember: not everyone
onlineis who they say they are.

Never meet up with strangers

you’ve beentalking to online -

they might have been lying about
whothey are, and could be dangerous.

Don’t like it? Block it, report it

Social media sites have tools which let you ‘block’
people youdon’t want to be in contact with.

>

If you find something online that worries or upsets
you, or you are being bullied online you canreportit.
It’s also agoodideatotellan adult you trustand save
evidence of whatyou’ve found.

For more info on blocking and reporting visit
www.childnet.com/resources/how-to-make-a-report.

You can find more info on cyberbullying at
www.buzz.org.uk/cyberbullying.

If you have met someone online and the conversations
with that person are making you feel uncomfortable,
tellan adult youtrust or reportitto the police at
www.thinkuknow.co.uk.
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